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ABSTRACT: In recent years, wireless sensor 

networks have been widely used in healthcare 

applications, such as hospital and home patient 

monitoring. Wireless medical sensor networks are 

more vulnerable to eavesdropping, modification, 

impersonation and replaying attacks than the wired 

networks. A lot of work has been done to secure 

wireless medical sensor networks.The existing 

solutions can protect the patient data during 

transmission, but cannot stop the inside attack 

where the administrator of the patient database 

reveals the sensitive patient data. In this paper, we 

propose a practical approach to prevent the inside 

attack by using multiple data servers to store 

patient data. The main contribution of this paper is 

securely distributing the patient data in multiple 

data servers and employing the Paillier and 

ElGamal cryptosystems to perform statistic 

analysis on the patient data without compromising 

the patients’ privacy.Wireless medical sensor 

networks certainly improve patient’s quality-of-

care without disturbing their comfort. However, 

there exist many potential security threats to the 

patient sensitive physiological data transmitted 

over the public channels and stored in the back-end 

systems. Typical security threats to healthcare 

applications with WSNs can be summarized as 

follows. Eavesdropping is a security threat to the 

patient data privacy. An eavesdropper, having a 

powerful receiver antenna, may be able to capture 

the patient data from the medical sensors and 

therefore knows the patient’s health condition. He 

may even post the patient’s health condition on 

social network, which can pose a serious threat to 

patient privacy.Impersonation is a security threat to 

the patient data authenticity. In a home care 

application, an attacker may impersonate a wireless 

rely point while patient data is transmitting to the 

remote location. 

 

I. INTRODUCTION 
1.1 privacy preserving cloud computing 

During the last few years, we have seen 

the great emergence of wireless medical sensor 

networks (WMSNs) in the healthcare industry. 

Wireless medical sensors are the cutting edge 

components for healthcare application and provide 

drastically improved quality-of-care without 

sacrificing patient comfort.A wireless medical 

sensor network is a network that consists of 

lightweight devices with limited memory, low 

computation processing, low-battery power and 

low bandwidth . These medical sensors (e.g., ECG 

electrodes, pulse oxi-meter, blood pressure, and 

temperature sensors) are deployed on patient’s 

body and collect the individual’s physiological data 

and sends the collected data via a wireless channel 

to health professionals’ hand-held devices (i.e., 

PDA, iPhone, laptop, etc.). A physician can use 

these medical sensor readings to gain a broader 

assessment of patient’s health status. The patient’s 

physiological data may include heartbeat rates, 

temperature, blood pressure, blood oxygen level, 

etc.A typical patient monitoring in hospital 

environment.Several research groups and projects 

are working in health monitoring using wireless 

sensor networks, for example, CodeBlue [2], 

LiveNet [3], MobiHealth [4], UbiMon [5], Alarm-

Net [6], ReMoteCare [7], SPINE [8], etc. Thus, 

healthcare systems are the applications that most 

benefit from using wireless medical sensor 

technology that can perform patient care within 

hospitals, clinics and homecare. 

 

1.2 privacy-preserving public auditing for data 

storagesecurity in cloud computing 

Storing data in the cloud has become a 

trend. An increasing number of clients store their 

important data in remote servers in the cloud, 

without leaving a copy in their local computers. 

Sometimes the data stored in the cloud is so 

important that the clients must ensure it is not lost 

or corrupted. While it is easy to check data integrity 

after completely downloading the data to be 

checked, downloading large amounts of data just 
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for checking data integrity is a waste of 

communication bandwidth. Hence, a lot of works 

have been done on designing remote data integrity 

checking protocols, which allow data integrity to be 

checked without completely downloading the data. 

Remote data integrity checking is first introduced 

in which independently propose RSA-based 

methods for solving this problem. After that 

propose a remote storage auditing method based on 

pre-computed challenge-response pairs. 

Recently many works focus on providing 

three advanced features for remote data integrity 

checking protocols: data dynamic, public 

verifiability and privacy against verifiers. The 

system in support data dynamics at the block level, 

including block insertion, blocks modification and 

block deletion. It supports data append operation. 

In addition, can be easily adapted to support data 

dynamics.Can be adapted to support data dynamics 

by using the techniques. On the other hand, It 

support public verifiability, by which anyone (not 

just the client) can perform the integrity checking 

operation. The system in support privacy against 

third party verifiers. Compare the proposed system 

with selected previous system. 

 

1.3 Dynamic Provable Data Possession In 

Medical Data Management: 

As storage-outsourcing services and 

resource-sharing networks have become popular, 

the problem of efficiently proving the integrity of 

data stored at untrusted servers has received 

increased attention. In the provable data possession 

(PDP) model, the client preprocesses the data and 

then sends it to an untrusted server for storage, 

while keeping a small amount of meta-data. The 

client later asks the server to prove that the stored 

data has not been tampered with or deleted (without 

downloading the actual data).  

However, the original PDP scheme applies 

only to static (or append-only) files. Present a 

definitional framework and efficient constructions 

for dynamic provable data possession (DPDP), 

which extends the PDP model to support provable 

updates to stored data. Use a new version of 

authenticated dictionaries based on rank 

information. The price of dynamic updates is a 

performance change from O(1) to O(log n) (or 

O(nlogn)), for a file consisting of n blocks, while 

maintaining the same (or better, respectively) 

probability of misbehavior detection. Our 

experiments show that this slowdown is very low in 

practice (e.g., 415KB proof size and 30ms 

computational overhead for a 1GB file). Show how 

to apply our DPDP scheme to outsourced file 

systems and version control systems (e.g., CVS). 

 

II. MODULE 
2.1  Group Member Registration And  Login 

In this module the first User entered his 

username, password, and chooses any one group id 

then register with Data Cloud Server.Group 

signature scheme allows any member of the group 

to sign messages while keeping the identity secret 

from verifiers. Besides, the designated group 

manager can reveal the identity of the signature’s 

originator when a dispute occurs, which is denoted 

as traceability 

 

2.2  Batch Level Sign Based Key Generation 

In Key Generation module, every user in 

the group generates his/her public key and private 

key. User generates a random p, and outputs public 

key and private key. Digital signatures employ a 

type of asymmetric cryptography. For messages 

sent through an insecure channel, a properly 

implemented digital signature gives the receiver 

reason to believe the message was sent by the 

claimed sender. Digital signatures are equivalent to 

traditional handwritten signatures in many respects; 

properly implemented digital signatures are more 

difficult to forge than the handwritten type. Digital 

signature schemes in the sense used here are 

cryptographically based, and must be implemented 

properly to be effective. Digital signatures can also 

provide non-repudiation, meaning that the signer 

cannot successfully claim they did not sign a 

message, while also claiming their private key 

remains secret; further, some non-repudiation 

schemes offer a time stamp for the digital 

signature, so that even if the private key is exposed, 

the signature is valid nonetheless.  

 

2.3  Upload Files To Cloud Server 

In this module the user wants to upload a file. So he 

split the files into many blocks. Next he encrypt 

each blocks with his public key.  

 

2.4  Download File From Cloud Server 

In this module the next user or group 

member wants to download a file. So he gives the 

filename and get the secret key. Signature 

verification may be performed by any party (i.e., 

the signatory, the intended recipient or any other 

party) using the signatory’s public key. A signatory 

may wish to verify that the computed signature is 

correct, perhaps before sending the signed message 

to the intended recipient. The intended recipient (or 

any other party) verifies the signature to determine 

its authenticity. Prior to verifying the signature of a 

signed message, the domain parameters, and the 

claimed signatory’s public key and identity shall be 
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made available to the verifier in an authenticated 

manner.The public key may, for example, be 

obtained in the form of a certificate signed by a 

trusted entity (e.g., a Certification Authority) or in 

a face-to-face meeting with the public key owner. 

 

2.5  Public Auditing With User Revocation In 

Public Verifier 

In this module, the User who entered the 

wrong secret key then he blocked by the public 

verifier. Next he added public verifier revoked user 

list. User revocation is performed by the group 

manager via a public available revocation list (RL), 

based on which group members can encrypt their 

data files and ensure the confidentiality against the 

revoked users. 

 

III. EXISTING SYSTEM 
In existing system to preserve data 

privacy, a basic solution is to encrypt data files, and 

then upload the encrypted data into the cloud. 

Unfortunately, designing an efficient and secure 

data sharing scheme for groups in the cloud is not 

an easy task. In the existing System data owners 

store the encrypted data files in un trusted storage 

and distribute the corresponding decryption keys 

only to authorized users. Thus, unauthorized users 

as wells storage servers cannot learn the content of 

the data files because they have no knowledge of 

the decryption keys. However, the complexities of 

user participation and revocation in these schemes 

are linearly increasing with the data owners and the 

number of revoked users, respectively.In existing 

system for providing privacy to the medical sensor 

networks is a medical care application used or 

home patient monitoring and it is more secured 

than the other key based solution which ensure 

security for the sensitive data during transmission. 

The other existing solutions can provide security 

against outside attacks but this system assures 

security for both outside as well as inside attacks 

where the inside attacker is the administrator of the 

patient database. This approach utilizes an effective 

system known as In existing system which is 

capable of processing the encrypted data without 

converting it to the decrypted format. In existing 

system comprises of three servers used for 

processing patient data and storing in their 

respective back end databases. They have a unique 

capability of splitting the patient’s health attribute 

value into three random parts and send them to 

three servers. The secret keys are pre-deployed in 

bio sensors and data servers to provide a secure 

channel for transmission. The data servers can 

perform computations on the data when the doctors 

or medical researchers issue commands requesting 

to access patient data. The main limitation of this 

system is that it is limited to only 3 servers and is 

not flexible to add more number of servers for 

better security.  

 

IV. PROPOSED SYSTEM DESCRIPTION 
We propose a secure multi-owner data 

sharing scheme. It implies that any user in the 

group can securely share data with others by the 

Untrusted cloud. Our proposed scheme is able to 

support dynamic groups efficiently. Specifically, 

new granted users can directly decrypt data files 

uploaded before their participation without 

contacting with data owners. User revocation can 

be easily achieved through novel revocation list 

without updating the secret keys of the remaining 

users. The size and computation overhead of 

encryption are constant and independent with the 

number of revoked users. We provide secure and 

privacy-preserving access control to users, which 

guarantees any member in group to anonymously 

utilize the cloud resource. Moreover, the real 

identities of data owners can be revealed by the 

group manager when disputes occur. 

 

V. RESULTS AND DISCUSSION 
Comparing results when data are on disk 

versus in cache shows that disk throughput bounds 

IB-DPDP’s performance when accessing all blocks. 

With the exception of the first blocks of a file, I/O 

and the challenge computation occur in parallel. 

Thus, IB-DPDP generates proofs faster than the 

disk can deliver data: 1.0 second versus 1.8 seconds 

for a 64 MB file. Because I/O bounds performance, 

no protocol can outperform IB-DPDP by more than 

the startup costs. While faster, multiple-disk 

storage may remove the I/O bound today. Over 

time increases in processor speeds will exceed 

those of disk bandwidth and the I/O bound will 

hold. Sampling breaks the linear scaling 

relationship between time to generate a proof of 

data possession and the size of the file.  At 99% 

confidence, IB-DPDP can build a proof of 

possession for any file, up to 64 MB in size in 

about 0.4 seconds. Disk I/O incurs about 0.04 

seconds of additional runtime for larger file sizes 

over the in-memory results. Sampling performance 

characterizes the benefits of IB-DPDP. 

Probabilistic guarantees make it practical to use 

public-key cryptography constructs to verify 

possession of very large data sets. Table 1 and 2 

shows the preprocessing accuracy and overall 

accuracy of the proposed and existing system. 
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VI. CONCLUSION 
In order to detect errors in big data sets 

from sensor net-work systems, a novel approach is 

developed with cloud computing. Firstly error 

classification for big data sets is presented. 

Secondly, the correlation between sensor net-work 

systems and the scale-free complex networks are 

introduced. According to each error type and the 

features from scale-free networks, we have 

proposed a time-efficient strategy for detecting and 

locating errors in big data sets on cloud. With the 

experiment results from our cloud computing 

environment U-Cloud, it is demonstrated that  

1) the proposed scale-free error detecting approach 

can significantly reduce the time for fast error 

detection in numeric big data sets, 

2) the proposed approach achieves similar error 

selection ratio to non-scale-free error detection 

approaches. In future, in accordance with error 

detection for big data sets from sensor network 

systems on cloud, the issues such as error 

correction, big data cleaning and recovery will be 

further explored. 
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